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Abstract—We introduce a new BDD-like data structure called Hybrid-Restriction Diagrams (HRDs) for the representation and

manipulation of linear hybrid automata (LHA) state-spaces and present algorithms for weakest precondition calculations. This permits
us to reason about the valuations of parameters that make safety properties satisfied. Advantages of our approach include the ability to
represent discrete state information and concave polyhedra in a unified scheme, as well as to save both memory consumptions and
manipulation times when processing the same substructures in state-space representations. Our experimental results document its

efficiency in practice.
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1 INTRODUCTION

L inear hybrid automata (LHA) are state-transition systems
equipped with continuous variables that can change
values with different rates [7]. They are important to
computing and society because of their extensive modeling
capability. In practice, such models are usually presented
with symbolic constants, called parameters, whose values
may engender different behaviors of the models. Setting
and calibrating these parameters is a crucial task for the
engineers developing hybrid systems. Parametric safety
analysis (PSA)' of LHA can generate a symbolic character-
ization of the parameters’ valuations, called solutions, that
make a model satisfy a safety property. For example, we
may be interested at the constraint that relates the
parameter for time-out values and the parameter for
number of message retransmissions in a telecommunica-
tion protocol. We may also be interested to know the
constraint that relates the sampling period and error
propagation in an air traffic control system. Such symbolic
characterizations, once constructed, shed important feed-
back information to engineers and can be used repeatedly
in the synthesis and verification of implementations of the
corresponding models.

Although the emptiness problem of the PSA solution
spaces is undecidable in general [8], people have con-
structed experimental tools for the verification of LHA [1],
[3], [4], [7] based on the following three reasons: First, the
verification problem is by itself interesting and challenging.
Second, it may happen that there exist techniques and
strategies which can solve many typical examples. Third,

1. PSA here means the process of deriving the constraints on the
parameters in a design for the fulfillment of the specification.
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there is still an urgent need in industry for such tools to help
engineers with fast prototyping of their complex designs.

Because LHA necessarily involves continuous variables,
it is helpful and more efficient to represent and manipulate
their state-space symbolically. Others have developed
separate representation schemes for the discrete part and
continuous part of LHA [1], [3], [4], [7]. According to
previous experiences [10], [12], [23], [24], [25], it can be more
efficient to have a unified data-structure for both the
discrete part and the continuous part. Moreover, the
schemes used in [1], [3], [4], [7] only represent convex
polyhedra in LHA state-space (concave polyhedra have to
be represented as sets of convex ones) and suffer from the
limitation to share common representation structures in
different convex polyhedra.

In this work, we extend BDD [10], [12] for the
representation and manipulation of LHA state-spaces. A
BDD [12] is an acyclic graph with a single source and
two sinks for true and false, respectively. Each internal
node is labeled with a Boolean variable and has a true-child
and a false-child. A BDD works as a decision diagram for
state-space membership. Any sequence of variables labeled
on a path in a BDD must follow a predefined total ordering.

The term BDD-like data-structure is coined in [25] to call
the many BDD extensions in the literature. BDD-like data-
structures have the advantage of data-sharing in both
representation and manipulation and have shown great
success in VLSI verification industry. The same structure
following two decision path prefixes will only be repre-
sented once. Also, a pattern of operand substructures will
only be manipulated once. The manipulation result will be
saved and returned immediately the next time when the
same pattern is encountered. These features of BDD-
technology lead to not only savings in memory consump-
tions, but also speed-up in manipulations.

One of the major difficulties to use BDD-like data-
structures to analyze LHAs comes from the unboundedness
of the dense variable value ranges and the unboundedness
of linear constraints. To explain one of the major contribu-
tion of this work, we need to discuss the following issue
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Fig. 1. An example of HRD.

first. In the research of BDD-like data-structures, there are
two classes of variables: system variables and decision atoms
[25]. System variables are those used in the input behavior
descriptions. Decision atoms are those labeled on each
BDD node. For discrete systems, these two classes are the
same. But for dense-time systems, decision atoms can be
different from state variables. For example, in CDD (Clock-
Difference Diagram) [11] and CRD (Clock-Restriction
Diagram) [25], decision atoms are of the form = — 2’ where
x and 2’ are system variables of type clock. Previous work
on BDD-like data-structures are based on the assumption
that decision atom domains are of finite sizes. Thus, we
need new techniques to extend BDD-like data-structures to
represent and manipulate state-spaces of LHAs. Our
innovations include using expressions, like —5A — 2z, +
10z3 (where A,xy,xz3 are dense system variables), as the
decision atoms and using total dense orderings among
these atoms. Fig. 1 is an HRD example for the concave space
of
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assuming that —5A — 2z + 10z3 precedes x5 — x3 (in sym-
bols —5A — 2z + 1023 < x9 — x3) and x9 — x5 precedes A —
29 + 10z3 in the given evaluation ordering. In this example,
the system variables are A, z, x5 while the decision atoms
are xo — x3, —HA — 229 + 1023, and A — x9 + 1023. A node
label )", a;z; with a corresponding outgoing arc label ~ ¢
constitute the constraint of ), a;,xz; ~c. A source-to-sink
path in an HRD thus represents the conjunction of
constituent constraints along the path. An HRD represents
the union of the convex state-spaces of the respective
source-to-sink paths. Or, equivalently, we may view an
HRD as the set of convex polyhedra of those respective
source-to-sink paths. In this way, we devise HRD (Hybrid-
Restriction Diagram) and successfully extend BDD-technol-
ogy to models with unbounded domains of decision atoms.

In total, we defined three total dense orderings for HRD
decision atoms (Section 6). We also present algorithms for
set-oriented operations (Section 7) and symbolic weakest
precondition calculation (Section 9), and a procedure for
symbolic parametric safety analysis (Section 3).

HRD is for the symbolic representation and manipula-
tion of embedded systems with dense variables. In real-
world designs, it is likely that discrete variables, like
operation modes, message retransmission counts, are also
used. Such discrete variables can be represented and
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manipulated more efficiently with BDD than with HRD.
We follow the approach in [25] to combine BDD and HRD
into a new data structure called HRD+BDD so that we can
use both discrete variables and dense constraints in the
same BDD-like data-structure. Details will be given in
Section 8.

Like CDD and CRD, HRD itself does not enforce a
canonical form in representing state-spaces. But, the
calculation of canonical representation of state-spaces for
LHA is very expensive. In this work, we have carefully
adopted a compromise that will normalize the representa-
tions of concave polyhedra in an HRD, but will not overdo
the normalization to blow up the resource consumptions.
Our normalization comes in two ways. First, we eliminate
some redundancies along each HRD path that represents a
convex polyhedron. Second, we adapt the straightforward
containment requirement in [25] to eliminate those convex
polyhedra that are contained by peers in the same HRD. In
a sense, the first approach tries to contain the depths of
HRDs while the second does the widths. Details can be
found in Section 10.

We have also developed a technique to eliminate state-
space exploration irrelevant to the answer of parametric
safety analysis. Desirably, this technique enhances the
performance of our tool by orders of magnitude (Section 11)
and does not sacrifice the precision of parametric safety
analysis. To our knowledge, nobody else has come up with
a similar technique. Finally, we have implemented our
ideas in our tool RED 5.3 and reported our experiments to
see how the three dense-orderings perform and how our
implementation performs in comparison with HyTech 2.4.5
[15] and TReX 1.3 [1], [3].

2 PARAMETRIC SAFETY ANALYSIS OF LINEAR
HYBRID AUTOMATA

A linear hybrid automaton (LHA) [7] is a finite-state
automaton equipped with a finite set of dense system
variables which can hold real-values. At any moment, the
LHA can stay in only one mode (or control location). In its
operation, one of the transitions can be triggered when the
corresponding triggering condition is satisfied. Upon being
triggered, the LHA instantaneously transits from one mode
to another and sets some dense variables to values in certain
ranges. In between transitions, all dense variables increase
their readings at rates in fixed intervals determined by the
current mode.

In Fig. 2, we have drawn a version of the Fischer’s
mutual exclusion algorithm for a process. There are
two parameters o and [ that control the behavior of the
processes. In each mode, local clock z increases its reading
according to a rate in [4/5,1] or [1,11/10]. The rate intervals
in different modes can be different.

For convenience, given a set () of modes and a set X of
dense variables, we use P(Q, X) to denote the set of all
Boolean combinations of atoms of the forms ¢ and
> a;x; ~ ¢, where ¢ € ), a; are integer constants, x; € X,
“~ " is one of <, <,=,>,>, and cis a rational constant. For
convenience, an element in P(Q, X) is called a state predicate.
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Fig. 2. Fischer’s timed mutual exclusion algorithm in LHA.

We let © be the set of rational intervals like (d, d’) where
“(" is either “[” or “(”; “)" is either “]” or “)”; and d,d  are
—00, 00 or rational numbers. Given a set X = {z1,...,,} of
dense system variables, an LH-expression (linear hybrid
expression) is an expression like ajz; + ...+ a,z, where
ai,...,a, are integer constants. We let A(X) be the set of all

LH-expressions of X.

Definition 1: Linear Hybrid Automata (LHA). An LHA A is
a tuple (X, Q, I, u,~, E,T,7) with the following restrictions:
X is the set of dense variables. @) is the set of modes. I €
P(Q, X) is the initial condition. p: Q —P(0, X) defines the
invariance condition of each mode. v : (Q x X) — © defines
the rate intervals of dense variables at each mode. E C () X Q
is the set of transitions. T : E—P((, X) defines the trigger-
ing condition of transitions. To accommodate the various
features of LHA in the literature, we allow for two types of
assignment statements defined with w, which is a partial
function from E x X to © UA(X). If n(e,x) is undefined, «
remains unchanged in transition e. If n(e,z) € ©, z is
nondeterministically assigned a finite value in w(e,x) in
transition e. If m(e,x) € A(X), x is assigned the value of
w(e,x) in transition e.

In Table 1, we list the components in the tuple for the
LHA in Fig. 2.

A valuation of a set is a mapping from the set to another
set. In other words, a valuation of a set is a function whose
domain is the set and whose codomain is another. For
example, we may have a valuation v that maps clocks z1, »
in X to reals 0.35 and 11/3, respectively.

Definition 2 (Satisfaction of state predicate). Given an n €
P(Q,X) and a valuation v of X, we say v satisfies n, in
symbols v |= n, iff n evaluates to true under substitution v.
Formally speaking, a state v satisfies state predicate n iff

For example, given a valuation v such that v(z;) = 0.35
and v(zy) =11/3, viEx1 <1A3x1 4+ 29 >4 while v }£
<1A3x1 — 29 > 4.

Definition 3: States. A state v of A = (X, Q, I, p,y, E, 7, 7) is

a valuation of X U Q such that

e there is a unique q € QQ where v(q) = true and for all

¢ # q,v(d) = false;
o for each x € X, v(z) € R (the set of reals) and

Vg € Q,v(q) = v E ulq)
Given state v and q € Q such that v(q) = true, we call q
the mode of v, in symbols V<.

For any ¢t € R* (the set of nonnegative reals), vt e we
can go from v to v/ merely by the passage of ¢ time units.
Formally speaking, v~ 1/ is true iff / is a state identical to v
except that, for every » € X with y(v?,2) = (d,d), V'(z) €
w(x)+t-dv(z)+t-d).

For a transition e € E, v~ v/ iff we can go from v to /
with discrete transition e = (¢,¢). Formally speaking, v~ 1/
is true iff 19 = ¢, v = u(q) A7(e), and ' is identical to v
except that

o 9 =¢ and v' = pu(¢); and
e for each z€X, if n(e,x) €0, V(x) € n(e,x); if
mle,x) = >, aw; € A(X), V(x) =3, aww(x;); other-

wise, V' (x) = v(x).

Definition 4: Runs. Givenan LHA A = (X,Q, I, u,v, E, 7, 7),
a run is an infinite sequence of pairs (¢o,to)(P1,t1) ...
(Prs i) e such that toty ... tp...... is a monotonically
increasing real-number (time) divergent sequence and for all
k>0,

® ¢y is a mapping from [ty tr1] to states, and
e time-progress is continuous: that is, for each

o v false; by <t <t < by, dp op(t); and
* VE au ~ciff 2aiv(z) ~ ¢ e invariance conditions are preserved in each
o vEMV 2 iff vi=m or v m; and interval: that is, for all t, <t <ty ¢(t) [
o vE-miffviEn. p(r(t)?); and
TABLE 1

LHA Description for Fischer's Timed Mutual Exclusion Algorithm
X | clocks {z}
Q | modes {90,91,92,493}
I initial condition 90
w invariance conditions wu(go) : true; u(gr) 1 =z < a;pu(ge) : true; p(gs) : true
v | rates 7(q0, ) € [4/5,1];v(q1, ) € [4/5,1); v(g2, ) € [1,11/10];v(g3, =) € [4/5, 1]
E | transitions {(g0,491), (91, 92), (92,90), (92, 93), (93, 90)}
T | triggering conditions || 7(go,q1) : L = 0;7(q1,92) : true; 7(g2,90) : L # P;7(g2,93) : = > B AL = P;7(q3,90) : true;
w_| reset clocks m(g0,91) : {z :=0s};7(q1,92) : {z :=0; L := P;};7(q2,90) : #:7(g2,93) : O;7m(g3,90) : {L :=0;};




e cither no transition happens at time t;41, that is,
Ok(tit1) = Gri1(tes1), or a transition e happens at
. e
tiv1, that is, op(tes1)~ Prsr (Tir)-

A run p= (do,t0)(é1,t1) .- (Prytr) -+ is safe with
regard to a safety state-predicate 7, in symbols p | n, iff
forall k > 0 and t € [ty, tgt1], ¢r(t) E 0. A dense variable z in
an LHA is a static parameter iff its rate is always zero in all
modes. Suppose H is the set of static parameters in X of
LHA A. A static parameter valuation H of a run
(Po,t0)(P1,t1) - (Prs ) - - - - is a mapping from H to reals
such that H is consistent with every state along p, ie.,
VEk > 0Vt <t < tp(n(te) E Nyeygpz = H(z)). H is a para-
metric solution to A and 7 iff for all runs p with static
parameter valuation H, p | 7.

Our verification framework is called parametric safety
analysis (PSA) problem. Such a problem instance, denoted
PSA(A,n), consists of an LHA A and a safety state-predicate
71 and asks for a symbolic characterization of all parametric
solutions to A and 7. The general parametric safety analysis
problem can be proved incomputable with a straightfor-
ward adaptation of the undecidability proof in [8].

3 SvymBoLic PSA oF LHA

In the following, we present a symbolic procedure for the
parametric safety analysis of LHA. The procedure is
symbolic in that each of its statements or subprocedures
constructs a logic predicate from some argument predi-
cates. The remainder sections of the manuscript then serve
as puzzle pieces to fit into the symbolic procedure.
Moreover, in this section, we do not discuss how to
implement the logic predicates. In Section 4, we examine
the geometry of the logic predicates (i.e., Boolean combina-
tions of linear constraints of LHA dense variables). In
Section 5, we then discuss how to use HRD to implement
such logic predicates.

Suppose we are given an LHA A. There are two basic
procedures in this analysis procedure. The first, xtion(D,e),
computes the weakest precondition from state-space repre-
sented by HRD D through discrete transition e from mode ¢
to ¢. The second basic procedure, time(D, q), computes the
weakest precondition from D through time passage in
mode ¢. Our implementation of the two basic procedures is
explained in Section 9.

Given PSA(A,n), assume that the transition set is F and
the unsafe states are in mode ¢;. With the two basic
procedures, then the backward reachable state-space from
the unsafe states in —n (represented as an HRD) can be
characterized by

1fpZ. | time(-m, qf) U U time(xtion(Z,e),q)

e=(q.¢)€E

Here, 1fpZ.F(Z) is the least fixpoint of function F() and
is very commonly used in the reachable state-space
representation of discrete and dense-time systems. After
the fixpoint is successfully constructed, we conjunct it with
the initial condition and then make existential quantifica-
tions to filter out all variables except those static para-
meters. Geometrically speaking, the quantifications project

IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. 31,

NO. 1, JANUARY 2005

the reachable state-space to the dimensions of the static
parameters. Suppose the set of static parameters is H and
X — H={y,...,yn}. The characterization of unsafe para-
meter valuations is thus

time(-m, qf)
Fy1--- Ty <I A 1fpZ. ( U Ue:(q,q’)eE time(xtion(Z,e),q) ’

The solution space is characterized by the complement of
this final result. Our parametric safety analysis procedure is
as follows:

PSA(A,n) {
D := time(-m,qs); D := false;
while D # false, do {
D= DUD; D=,y
D:= DA (-D);
}
return —3y; ... 3y, (I A D);
}

EEtime(xtion(D, e),q);

In this general framework, we iteratively construct a
logic predicate characterizing the backward reachable state-
space from the logic predicate for the risk condition and
through the weakest precondition calculation procedures,
respectively, for time-passage and discrete transitions.

4 CONVEX POLYHEDRA

An LH-expression Y, a;z; of X is normalized iff the gecd
(greatest common divisor) of nonzero coefficients in
{a1,...,a,} is 1, ie, ged{a; |1 <i<m;a; # 0} =1. From
now on, we shall assume that all given LH-expressions are
normalized.

For efficiency of manipulation, we have the following
requirements on constraints used to represent a convex
polyhedron: Given a constraint like )", a;z; ~ ¢, 1) Y. a;x; isa
normalized LH-expression, 2) ~ € {'<”,"<”}, and 3) c is
either a rational number or oo such that when c¢= oo,
~ — //< l/'

An LH-upperbound is either (<,00) or a pair like (~,c),
where ~ € {"<”,”<"} and c¢ is a rational number. For any
two (~,c¢) and (~', ), (~,c¢) is stricter than (~', ), denoted
(~,0)C (), iff c<d or (c=dA~="<" N~ =71,
(~,c) C (~, () if either (~,c)C (~',¢) or (~,c) = (~,c).
We can also define the addition and constant multiplication
of LH-upperbounds. Specifically, (~,c) + (~,c) = (<,c+
) when both ~ and ~' are <" and (<, ¢+ ¢) otherwise.
For any positive integer k, k(~, c) = (~, kc).

An LH-constraint is a pair of an LH-expression and an
LH-upperbound. Given an LH-expression ), a;2; and an
LH-upperbound (~, c), we shall naturally write the corre-
sponding LH-constraint as ), a;z; ~ c.

Formally, a convex polyhedron can be defined as a
mapping from the set of LH-expressions to the set of LH-
upperbounds. Alternatively, we may also represent a
convex polyhedron ( as the set {3, aiz; ~c| (X, aiz;)
= (~,¢)}. We shall use the two equivalent notations flexibly
as we see fit.

For a given X, the set of all LH-expressions and the set of
convex polyhedra are both infinite.



WANG, MEMBER, IEEE COMPUTER SOCIETY: SYMBOLIC PARAMETRIC SAFETY ANALYSIS OF LINEAR HYBRID SYSTEMS WITH BDD-LIKE... 5

5 HRD (HYBRID-RESTRICTION DIAGRAM)

To construct BDD-like data-structures, three fundamental
issues have to be solved. The first is the domain of the
decision atoms, the second is the range of the arc labels
from BDD nodes, and the third is the evaluation ordering
among the decision atoms. For modularity of presentation,
we shall leave the discussion of the evaluation orderings to
Section 6. In this section, we shall assume that we are given
a decision atom evaluation ordering.

We decide to follow an approach similar to the one
adopted in [25]. That is, the decision atoms of HRD are LH-
expressions and the arcs are labeled with LH-upperbounds.
A node label )", a;z; with a corresponding outgoing arc
label (~,c) constitute the constraint of ), ajz; ~c. A
source-to-sink path in an HRD thus represents the conjunc-
tion of constituent constraints along the path. An HRD
represents the union of the convex state-spaces of the
respective source-to-sink paths. Or, equivalently, we may
view an HRD as the set of convex polyhedra of those
respective source-to-sink paths.

Definition 5: HRD (Hybrid-Restriction Diagram). Given a
dense wvariable set X ={xi,...,x,} and an evaluation
ordering < among normalized LH-expressions of X, an
HRD is either true or a tuple (e, (61, D1), ..., (Bm, Dm)) such
that

e ¢ is a normalized LH-expression;
e foreach 1 <i<m, (3 is an LH-upperbound such that
(<7OO) #ﬂl EﬁQE---Eﬁm; Lll/ld
o for each 1<i<m, D; is an HRD such that if
D; = (Ei, .. .), then € < ¢;.
For completeness, we use “()” to represent the HRD for
false.

In our algorithms, false does not participate in compar-
ison of evaluation orderings among decision atoms. Also,
note that in Fig. 1, for each arc label (~,c), we simply put
down ~ ¢ for convenience.

6 THREE DENSE ORDERINGS AMONG DECISION
ATOMS

In the definition of a dense-ordering among decision atoms
(i.e., LH-expressions), special care must be taken to facilitate
efficient manipulation of HRDs. Here, we use the experi-
ence reported in [25] and present three heuristics in
designing the orderings among LH-expressions.

The three heuristics are presented in the order of their
relative importance.

6.1 HEURISTICS I

It is desirable to place a pair of converse LH-expressions
next to one another so that simple inconsistencies can be
easily detected. That is, LH-expressions ), a;z; and
>, —a;xz; are better placed next to one another in the
ordering. With this arrangement, inconsistencies like —z; +
3z0 < =5 Az — 322 <0 can be checked by comparing
adjacent nodes in HRD paths. Such an inconsistency very
often happens after transitivity deductions from constraints
of a convex polyhedron. Without the heuristics, we may

have to traverse long in an HRD path to detect such
inconsistencies.

To fulfill this requirement, when comparing the pre-
cedence between LH-expressions in a given ordering, we
shall first toggle the signs of coefficients of an LH-
expression if its first nonzero coefficient is positive. If
two LH-expressions are identical after the necessary
toggling, then we compare the signs of their first nonzero
coefficients to decide the precedence between the two.

For rigorosity of presentation, we need the following
definitions: Given a nonnull LH-expression € =}, a;z;, the
leading coefficient of € is the first nonzero a; in a4, ..., a,. The
leading sign of €, in symbols sign(e), is the sign of the
leading coefficient. Then, the norm of ¢, in symbols |e|, is
>_i(—ai - sign(e))w;.

With this heuristics, from now on, we shall only focus on
the orderings among the norms of LH-expressions. Only
when the norms of two LH-expressions are identical, we
resort to the signs of the leading coefficients to decide the
ordering between the two LH-expressions.

6.2 HEURISTICS II

According to the literature [14], [17], [19], it is important to
place strongly correlated LH-expressions close together in
the evaluation orderings. Usually, instead of a single global
LHA, we are given a set of communicating LHAs, each
representing a process. Thus, it is desirable to place LH-
expressions for the same process close to each other in the
orderings. Our second heuristics respects this experience.
Given a system with m processes with respective local
dense variables, we shall partition the LH-expressions into
m+1 groups: Gy, G, ...,Gy. Gy contains all LH-expres-
sions without local variables (i.e., coefficients for local
variables are all zero). For each p > 0, G, contains all LH-
expressions with a nonzero coefficient for a local variable of
process p and only zero coefficients for local variables of
processes p + 1,...,m. Then, our second heuristics requires
that for all 0 < p < m, LH-expressions in G, precede those
in Gpiy, ..., Gn. For rigorosity of discussion, for all € € G,,
we denote G(¢) = p.

6.3 HEURISTICS Il

If the precedence between two LH-expressions cannot be
determined with heuristics I and II, then the following third
heuristic comes into play. The design of this heuristic is a
challenge since each of Gy, ...,G,, can be of infinite size.
Traditionally, BDD-like data-structures have been used with
finite decision atom domains. Carefully examining the BDD
manipulation procedures, we found that the sizes of the
domains do not matter. What really matters is the ordering
among all decision atoms so that we know which atom is to
be decided next along a decision path. With a generic
procedure Heuristics() to decide the ordering between
two LH-expressions in the same group, the procedure to
decide the ordering between two LH-expressions is in the
following: The procedure < (¢, €2, Heuristics) returns —1 if
€1 < €, returns 0 if €; = €y, and returns 1 if ¢; > €.

< (€1, €9, Heuristicy) {
if G(le1]) < G(|ea]), return —1;
else if G(|e1]) > G(Je2|), return 1;
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Fig. 3. Examples of HRD evaluation orderings. (a) HRD with coefficient ordering. (b) HRD with magnitude ordering. (c) HRD with dictionary ordering.

comp := Heuristics(|e], |e2]);

if comp # 0, return comp;

else if sign(e) < sign(es), return —1;
else if sign(e;) > sign(ey), return 1;
else return 0;

Thus, we invent the following three dense-orderings
among LH-expressions for our use. In Section 13, we shall
report experiments with these orderings.

6.3.1 Dictionary Ordering

We can represent each LH-expression as a string, assuming
that the ordering among xi,...,, is fixed and no blanks
are used in the string. Then, we can use dictionary (i.e.,
lexicographic) ordering and ASCII ordering to decide the
precedence among LH-expressions. Given a character string
s, || is the length of string s. For each 0 < i < |s|, s[i] is the
i+ 1st character in the string. Suppose s; and s; are the
strings for LH-expressions ¢; and €, respectively. Then,
€1 < € in the dictionary ordering if there is a 0 <4<
min(|s1|, |s2]) such that s;[i] < sq[i] and for all 0 <j <4,
s1[j] = s2[j]. For the LH-expressions in Fig. 1, we then have
—5A — 2x9 + 103 < A — z9 + 10z3 < x5 — x3 since “—” pre-

cedes “A” and “A” precedes “z” in ASCII. The HRD for

(iL’Q —x3 < —5/7 VvV —5A — 229 + 10x3 < 48/7)/\
A—x9+ 1023 <9

in dictionary ordering is in Fig. 3c. One interesting feature
of this ordering is that it has the potential to be extended to
nonlinear hybrid constraints. For example, we may say

cos(z1) + o3 < x5 — zox3 in dictionary ordering since “c

precedes “z” in ASCII.

6.3.2 Coefficient Ordering

Assume that the ordering of the dense variables is fixed as
Z1,...,%n. In this ordering, the precedence between two LH-
expressions is determined by iteratively comparing the
coefficients of dense variables z,...,z, in sequence.
Formally, >, ..., a;x; precedes 3, _, ., biz; in the coefficient
ordering if there is a 1 < i < n such that a; < b; and for all
1< j <1, aj = b;. For the LH-expressions in Fig. 1, we then
have —5A — 2xy + 1023 < 19 — 23 < A — 29 + 1023. An ex-
ample of HRD in this ordering is in Fig. 3a.

6.3.3 Magnitude Ordering

This ordering is similar to the last one. Instead of comparing
coefficients, we compare the absolute values of coefficients.
We iteratively

e first compare the absolute values of coefficients of z;

and

e if they are equal, then compare the signs of

coefficients of ;.

Formally, >, _,., aix; precedes >, ;.. biz; in the magni-
tude ordering if there is a 1<i<n such that la;| <
|b:| V (Jai| = |bi| Aa; < b;) and for all 1 < j <4, aj = b;. For
the LH-expressions in Fig. 1, xy —x3 < A — 2 + 1023 <
—5A — 225 + 10z3 in this magnitude ordering. The corre-
sponding HRD is in Fig. 3b.

7 SET-ORIENTED OPERATIONS

Please be reminded that an HRD records a set of convex
polyhedra. For convenience of discussion, given an HRD,
we may just represent it as the set of convex polyhedra
recorded in it. Definitions of set-union (U), set-intersection
(M), and set-exclusion (—) of two convex polyhedra sets
respectively represented by two HRDs are straightforward.
For example, given HRDs D, : {(,(} and Dy : {(, (3},
Dy N D,y is the HRD for {{;}, D1 U D is for {¢i, (2, (3}, and
.D1 — D2 is for {Cl}

Given an evaluation ordering, we can write HRD-
manipulation algorithms pretty much as usual [10], [12],
[21], [25]. For convenience of presentation, we may
represent an HRD (u, (61, B1), ..., (8n, By)) symbolically as
(u, (B, Bi){<;<y,)- A union operation union(B, D) can then be
implementécf as follows:

set U; /* database for the recording of already-processed
cases */
union(B, D) {
if B = false, return D; else if D = false, return B;
¥ := (); return rec_union(B, D);
}
rec_union(B, D) where B = (¢, (8, Bi){<;<n)
D = (¢, (aj, Dj)i<jem) {
if B is true or D is true, return true;
elseif 3F, (B, D, F) € ¥, return F;
else if € < ¢, construct
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F = (¢, (Bi,recunion(B;, D)) i<, );
else if ¢ < ¢, construct
P = (€, (o, recunion(B, D))< jcp);
else {
i:=n;j:=m; F := false;
while s > 1 and j > 1, do {
if 8 = o, { F:= F> (¢, (8, recunion(B;, D;)));
imi—1 =g 1)
elseif B;Cay, ( F:=Fv (¢ (aj,D;)); j:=7—1;}
else if Qg C 67;, { F:=F> (6, (ﬂ” Bl)), =1 — 1,}
}
if i > 1, F:= F> (€ (8, Bn)i<psy)s
if j>1, F:=Fp (e (akak)lgkgj);

J
U:=UU{(B,D,F)l;return F; ........................ (b)
}

Here, we conveniently use operator > for the following
construction:

o falseb D =D
o (& (BiBi)jcicy) > (€ (Bi, Bi)i<icn) = (& (Bi, Bi)i<icy)
foreach 1 < h < n.

Note that, in Statement (a), we take advantage of the
data-sharing capability of HRDs so that we do not process
the same substructure twice. Set ¥ is maintained in
Statement (b) to record the processing result the first time
the substructure is encountered. The complexities of the
three manipulations are all O(|D|-|Dsl|). The algorithms
for N and — are pretty much the same. For simplicity of
presentation, we have left the algorithm for set subtraction
to Appendix A.

Given two convex polyhedra ¢; and (3, (; A (3 is a new
convex polyhedron representing the space-intersection of ¢;
and (». Formally speaking, for decision atom )", a;z;, (1 A
QR aim) = G ax) if G aw) T G2 air); or
(3>, aix;) otherwise. Space-intersection (A) of two HRDs
D, and D,, in symbols D; A Dy, is a new HRD for
{G NG |G € Dy € Dy} For simplicity of presentation,
we have left the algorithm for space intersection to
Appendix B. Our current algorithm of the manipulation
has complexity O(|D;|*|D|?).

8 HRD+BDD

It is possible to combine HRD and BDD into one data-
structure for fully symbolic manipulation. Since HRD only
has one sink node, true, it is more compatible with BDD
without FALSE terminal node, which is more space-
efficient than ordinary BDD. There are two things we need
to take care of in this combination. The first is about the
interpretation of default values of decision atoms. In BDD,
when we find a decision atom is missing while evaluating
decision atoms along a path, the decision atom’s value can
be interpreted as either TRUE or FALSE. But, in HRD, when
we find a decision atom ), a;z; is missing along a path, the
decision atom is interpreted as Zl a;x; < 0.

The second is about the interpretation of HRD manip-
ulations to BDD decision atoms. Straightforwardly, “U” and
“N” on BDD decision atoms are respectively interpreted as
“v” and “A” on BDD decision atoms. B—D on BDD

decision atoms is interpreted as B A —D when the root
decision atom of either B or D is Boolean. For B A D, the
manipulation is just like the Boolean conjunction “A.” From
now on, we shall call HRD+BDD a combination structure of
HRD and BDD.

9 WEAKEST PRECONDITON CALCULATION AND
SymBoLic PSA

Our tool RED 5.3 runs a backward reachability analysis by
default. Suppose we are given an LHA A. There are
two basic procedures in this analysis procedure. The first,
xtion(D,e), computes the weakest precondition from state-
space represented by HRD D through discrete transition e
from mode ¢ to ¢. Assume that the variables that get
assigned in e are y, ..., y; and there is no variable that gets
assigned twice in e. The characterization of xtion(D,e) is

D
A /\lgigk‘;ﬂ(c,y‘)e(—) Yi € 7T(6, yl)
N N<i<km(ey)eAx) Yi = (e, yi)

n(g) A7(e) Ayr ...y,

For convenience of discussion, here we assume that, in
the same transition, a variable does not occur in both the
left-hand-side and right-hand-side of the assignments. We
assume that there is a special discrete variable “mode”
whose value is changed from ¢ to ¢’ in the transition.
Also, we use the notations for membership constraints in
intervals: ye[d,d] = d<y<d; ye(d,d] = d<y<d,;
yeldd)=d<y<d;and ye (d,d)=d<y<d.

Assume that delta_exp(D) is the same as D, except thatall
dense variables z are replaced by z + ¢,, respectively. Here,
6, represents the value-change of variable x in time-passage.
For example, delta_exp(2z; — 3z, < 3/5) ="2x1 + 26,, —
3y — 36, < 3/5. Intuitively, when z represents the value
of variable z in the precondition of time passage, then = + 6,
is the value of z in the post-condition of the time-passage.

Please be reminded that for each dense variable z,
v(g,z) specifies the rate interval of z in ¢. The second
basic procedure, time(D,q), computes the weakest pre-
condition from D through time passage in mode ¢. It is
characterized as

()N

6 > 0 Adelta_exp(D)
36,36, . .. 36,36 .

A MNcisni(qa)=(dd) O € (did, ;)

One basic building block of both xtion() and time() is
for the evaluation of 3z(D(z)) and is implemented as a
Fourier-Motzkin elimination of .

Jx(D(z)) = var_del(xtivity(D, ), {z}).

Procedure var_del(D, X’) eliminates all constraints in D
involving variables in set X’. Procedure xtivity(D,z) adds
to a path every constraint that can be transitively deduced
from two peer constraints involving « in the same path in
D. The algorithm of xtivity() is as follows:

set ¥, 9;
xtivity(D,z) { R := 0; return rec_xtivity(D, z); }
rec xtivity(D, ) {



if D is true or false, return D;
else if 3(D,D’) € ¥, return D';
else /* assume D = (ax + ¢, (81, D1), .., (Bm, D)) */ {
D' :=rec_xtivity(D;,x)
O :=0; D' = Uiy 0 + €0; A
recxtivity given(D', ax + ¢, 3;);
U=V U{(D,D)}; return D';
}
}
rec xtivity given(D,ax + ¢, 3) {
if D is true or false, return D;
elseif 3(D, D) € ®,return D'; ..., (c)
else /* assume D = (bx + ¢, (B1,D1), .-, (B, D)) */ {
if ab <0,

D= U bz+¢€ B; Arec_xtivity_given(D;,ax+e€,3) .
’ 1<i<m \ A |ble/ ged(a.b)+|al€ / ged(ab) ((|b5+]alB:)/ ged(ab)) )~

else D' :=J, ;o bz + €6 A
rec_xtivity_given(D;,ax + €, §);
S :=dU{(D,D)};return D'; ... (d)
}
} /% (1|8 + |a|Bi)/ ged(a, b) is a shorthand for the new
upperbound obtained from the transitivity of ax + €3
and bz +€5;. */

Thus, we preserve all constraints transitively deducible
from a dense variable before it is eliminated from a
predicate. This guarantees that no information will be
unintentionally lost after the variable elimination.

Again, in our algorithm, we do not enumerate all paths
in HRD to carry out this least fixpoint evaluation. Instead,
in Statement (c), our algorithm follows the traditional BDD
programming style which takes advantage of the data-
sharing capability of BDD-like data-structures. Thus, our
algorithm does not explode due to the combinatorial
complexity of path counts in HRD. This can be justified
by the performance of our implementation reported in
Section 13.

10 NORMALIZATION

There can be more than one set of LH-constraints
representing the same convex polyhedron. Moreover,
convex polyhedra may contain one another. Thus, it is
important for efficiency not to waste computing power and
memory space in recording the same state-spaces again and
again. We rely on two techniques to counter the challenge.
First, we normalize the representation of the convex
polyhedron for each path in HRD. Second, we use a simple
technique to eliminate some convex polyhedra contained by
others. Discussion on the two techniques follows:

10.1 Normalization of Polyhedron Representation

A normal form is a representation that satisfies some
requirement. Normal forms are usually defined according
to the geometric structure of convex polyhedra. For
example, an LH-constraint set is minimal if the removal of
any LH-constraint from the set will change the shape of the
convex polyhedron it represents. We can use minimal LH-
constraint sets as normal forms for the corresponding
convex polyhedron. Depending on the requirement, a
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convex polyhedron may have one or more normal forms.
For example, the following two sets are both minimal and
characterize the same space.

{A+32<5-2r+y< -8-24-3y<3}
{A+3x<5-A—-3x<-524A+3y<-3,-24—-3y<3}

If we use strict requirements so that each convex polyhedron
has exactly one normal form, then we call this normal form
the canonical form. For timed automata, there is a natural
canonical form called all-pair-shortest-path form (or tight
form) [13] in which each constraint is tight. In comparison,
there is no such natural canonical form for convex
polyhedra. The reason is that, by repetitively adding an
equality to the two sides of an LH-constraint, we still get a
tight LH-constraint. For example, each LH-constraint in set
{A+32<5,-2x+y< —8,2z —y < 8} is tight. However,
the set implies —2z +y = —8. Thus, A + 3z — 2kz + ky <
5 — 8k, for any integer k, is still in a tight form representation.

As can be seen from the above, there are more issues to
take care of in implementing normal forms of convex
polyhedra than zones. In our experience, normalizing
convex polyhedron representations in HRDs may consume
most of the resources in computation. The implementation
of canonical forms will be very costly. Thus, we have
decided to sacrifice the precision of normalization for
computation efficiency. Given an LH-constraint set, we
shall only try to eliminate some LH-constraints which are
redundant. An LH-constraint is redundant in a set if it is
transitively deducible from other constraints in the set. It is
2-redundant if it is deducible from exactly two other LH-
constraints in the set. Formally speaking, given three LH-
constraints k, : >, a;zi, Ky y_, bz, and ke 1 Y, iz, Ke
is 2-redundant with respect to k, and &; iff there exist
positive integers h,j,k such that h) ,aix; +3j) ,; bix; =
kY, ciz; and ha+ j3 C ky. (Please be reminded that the
addition and constant multiplication of LH-upperbounds
were defined in Section 4.) The solutions for h,j, k can be
obtained with standard Gaussian elimination on inequality
systems. In the following, we assume that we have a
procedure solvable(e,, €, €., &h, &j, &k), which returns
true when he, + je, = ke, has an integer solution with h >
0,7 > 0,k > 0 and returns false otherwise. When it returns
true, the actual parameters h, j, k are returned with one such
solution.

Given an evaluation ordering <, an LH-constraint €f is
downward redundant in a set if it is transitively deducible
from peer LH-constraints €ay, . .., €,, in the same set and
forall 1 <1i <m, ¢ < e. Downward redundancy elimination
is easy to implement with HRD since it respects the
ordering of evaluation.

At this moment, our normalization only supports the
elimination of downward 2-redundant LH-constraints. The
algorithm is called D2R_del() and uses two variables to
hold the LH-expressions ¢,, €, and two variables to hold the
LH-upperbounds o, £.

LH-expression ¢,, €,;

LH-upperbound «, 53;

set U, O T

D2R_del(D){ ¥ := {; return rec D2R_del(D); }
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rec_D2R_del(D) with D = (¢, (a4, D;) i) |
if D is true or false, return D; o
else if 3F, (D, F) € ¥, return F;
F := false;
fori:=1tom, {
D' :=rec D2R del(D;); €, :=¢ a:= a;; ® :=();
F := F U (e (o, rec D2R_del given a(D')));

}
U=V U{(D,F)}; return F;
}
rec_D2R_del_given_a(D) with D = (¢, (04, D;); ;)
if D is true, return D; else if 3F, (D, F) € @, return F;
F := false;
for i :=1tom, {
D' :=recD2R del given a(D;); e, :=¢ B :=a; I':=10);
F:= FU (e, (o;, rec D2R_del _given ab(D')));

}
®:=dU{(D,F)}; return F;
}
rec D2R del _given ab(D) with
D = (€ (ai, Di)<jcp) |
if D is true, return D; else if 3F, (D, F) € T, return F;
F:= false;
if solvable(e,, &, €, &h, &j, &k), {
F:= (¢, (o, rec D2Rdel given ab(D;)); i<y hachatjs)
Fi= FUU\<i<mnatjocke, Tec-D2Rdel given ab(D;);
}
else F':= (€, (a;,rec D2R_del _given_ab(D;)); ;<)
I':=TU{(D,F)}; return F; o
}

10.2 Polyhedron Elimination by Straightforward
Containment Checking

Polyhedron containment checking in an HRD is also
important in controlling the size of the HRD. Specifically,
we want to check if a path in the HRD specifies a
polyhedron that is subsumed by another path’s polyhedron.
In [25], a sufficient condition called SCR (Straightforward
Containment Requirement) was presented for the contain-
ment checking of zones. We have adapted SCR for HRDs.
Intuitively, given D = (v, (o, D), <;<,,), D and (v, (o, D; —
Uj<k<m Dk)1<j<,) should characterize the same state-space.
In the following, we first prove its correctness and then
present our algorithm:

Lemma 1. Given any D=J, ., ex;\D; such that
aCaplC.. . C (a7 D and Ulgjgm €Q; A (D] — Uj</<§m Dk)
characterize the same state-space.

Proof. We prove the lemma by contradiction. We assume
that D and U, <;.,, €2 A (Dj — Ujcp<;, Di) do not char-
acterize the same real space. Let us examine the largest
index i so that U, e A D; and U,<;,, € A (D; —
Uj<k<m D) do not characterize the same state-space.
This means that D; and (J;_;.,, D; have a nonempty
intersection. Assume one convex polyhedron in the
intersection is ¢. Assume k = max{j | ¢ € Dj;i < j < m}.
Then, the ¢ that is subtracted from D; actually means
¢ N ea;, which is subtracted. On the other hand, the ( €
Dy, means ( A oy, which remains in ;. ;.,, €a; A (D; —

Uj<k<m Dr)- Since «; T ay, we know that the removal of
¢ from D; does not make J,;.,, e A D; different from
Ui<jem €25 A (Dj — U e Di)- Since this argument is
applicable to all is and all such (s, we infer that D
cannot be different from U, .., €a; A (Dj — U,cp<,n Di)-
This is a contradiction. 0
We have implemented a procedure SCR(D) (Straightfor-
ward Containment Reduction) to eliminate all convex
polyhedra contained by other convex polyhedra in D.

set U;
SCR(D) { ¥ := (); return rec_SCR(D); }
rec_SCR(D) with D = (e, (o, Di)lgigm) {

if D is true or false, return D; ........ ... ... ... ... (e)
else if 3F, (D, F) € ¥, return F;
else {
i:=m; F:= false;D = false;
fori:z=mtol,do.......... (f)

{F := FU (e (aj,rec SCR(D;) — D)); D := DU D;;}..(g)

}
U :=TVU{(D,F)}; return F;
J

11 PRUNING STRATEGY-BASED ON PARAMETER
SPACE CONSTRUCTION (PSPSC)

We have also experimented with techniques to improve the
efficiency of parametric safety analysis. One such technique,
called PSPSC, is avoiding new state-space exploration if the
exploration does not contribute to new parametric solu-
tions. A constraint is static iff all its variables are static
parameters. Static constraints do not change their truth
values. Once a static constraint is derived in a convex
polyhedron, its truth value will be honored in all weakest
preconditions derived from this convex polyhedron. All
states backwardly reachable from a convex polyhedron
must also satisfy the static constraints required in the
polyhedron. Thus, if we know that static parameter
valuation H is already in the parametric solution space,
then we really do not need to explore those states whose
parameter valuations fall in H.

We use the LHA in Fig. 4, with two static parameters «
and f, to explain why PSPSC works. We want to deduce the
constraint on « and 3 that makes the risk mode reachable
from the initial mode ¢o. In the LHA, modes qo,q1, ¢
constitute a loop whose execution engenders the static
parametric constraint of a < 3. Dense variable z is reset once
in each execution of the loop. y is used to accumulate the
time when the LHA stays in ¢; at each execution. The state-
space of the LHA is divergent. In Table 2, we report the
weakest precondition calculations of the first few iterations.
After we have constructed the constraints for the first
execution through the loop, we have already deduced that
the constraint of 5 > 0A a < (3 is sufficient for the reach-
ability of the risk mode from gy. Then, at the beginning of the
second loop execution, when calculating the weakest
precondition from ¢y to ¢, this static constraint of 5>
0 A oo < Bwill be carried over to all preconditions henceforth
deduced. Thus, after the first loop execution, any explora-
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Fig. 4. A simple LHA to explain PSPSC.

tion of the weakest precondition along this backward path
will not add any new parametric solutions for the reach-
ability of the risk condition. For parametric safety analysis,
PSPSC says that we do not have to make further exploration
from mode g after the first loop execution.

With PSPSC, our new parametric safety analysis proce-
dure is as follows:

PSA_with PSPSC(A, n) {
D := time(-m,qs); D := false; P := var_.del(D,X — H);
while D # false, do {
D:=DuU D; D= LJe:((Lq,)EEtime(x’cion([)7 €),q);
D := DA (=P) A (—=D);
P:=PUvardel(IAD, X — H);
}
return —P;

}

In the procedure, we use variable P to symbolically
accumulate the parametric evaluations leading to the unsafe
states in the least fixpoint iterations. In Statement (h), we
check and eliminate in D those state descriptions which
cannot possibly contribute to new parametric evaluations
by conjuncting D with —P.

One nice feature of PSPSC is that it does not sacrifice the
precision of our parametric safety analysis.

Lemma 2. H is a parametric solution to A and n iff H satisfies
the return result of PSA_with PSPSC(A, ).

Proof. Note that the intersection at Line (h) in procedure
PSA_with_PSPSC() only stops the further exploration of
those states that do not contribute to new parameter-

spaces. Those parameter-spaces pruned in Line (h) do
not contribute because they are already contained in the
known parameter constraints P and, along each explora-
tion path, the parameter constraints only get stricter. O

PSPSC can help in pruning the space of exploration in
big chunks. But, in the worst case, PSPSC does not
guarantee the exploration will terminate. Note that PSPSC
works if we can quickly construct a symbolic path from the
initial polyhedra to a risk polyhedra. Once such a path is
constructed, we can use the static parameter constraints of
that path to prune the state space yet to be explored. One
case that could prevent PSPSC from termination is as
follows: Suppose we have a state subspace that does not
need any static parameter constraints for their reachability.
When this subspace is not representable by a finite set of
convex polyhedra, the state-space exploration algorithm
will not terminate its exploration of this subspace. More-
over, since the exploration of this subspace does not
engender any static parameter constraints, its exploration
cannot be pruned by PSPSC.

In Section 13, we shall report the performance of this
technique.

12 RELATED WORK

Many modern model-checkers [20], [25], [31] for timed
automata [6] are built around symbolic manipulation pro-
cedures [16], [7] of zones. A zone is characterized by a
conjunction of constraints like x; — z3 ~ ¢ or z; ~ ¢, where
T1,x9 are two clocks, “~ ” is one of <,<,=,>,>, and c is
an integer constant. Geometrically, it means a convex state

TABLE 2
Weakest Precondition Calculations to Explain PSPSC
loop executions 0 1 2
WPC iterations || 0 ‘ 1 | ‘ 2 | ‘ 3 | 4
qo0
A %1> 0 A B>0 7
WP risk | = | g2 | — A z>0 = AN a<pB |=| AN >0
A B>z AN z>0 AN a<p
AN B>z

WP: Weakest precondition. WPC: Weakest precondition calculation.
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space of timed automata. The most popular data-structure
for zones is DBM [13], which is a two dimensional matrix
recording differences between pairs of clocks and nothing
BDD-like.

People have used convex subspaces, called convex
polyhedra, as a basic unit for symbolic manipulation. A
convex polyhedron characterizes a state-space of an LHA
and can be symbolically represented by a set (or conjunc-
tion) of constraints like ayzi + ...+ ayx, ~c [4], [7], [5],
where a4, ...,a, are integer constants, x4, ...,x, are system
variables and ¢ is a rational number. Two commonly used
representations for convex polyhedra in HyTech are
polyhedra and frames in dense state-space [15]. These
two representations are neither BDD-like nor can represent
concave state-spaces. Data-sharing among convex polyhe-
dra is difficult.

In 1993 [29], Wang et al. discussed how to use BDD with
decision atoms like x; +c¢ < 24+ d to model-check timed
automata. In the last several years, people have explored
this approach in the hope of duplicating the success of BDD
techniques [10], [12] in hardware verification for the
verification of timed automata [2], [9], [11], [18], [21], [22],
[23], [24], [25]. Our HRD can be seen as a variation of CDD
(Clock-Difference Diagram) [11] and an extension of CRD
(Clock-Restriction Diagram) [23], [24] for timed systems. The
decision atoms in a CRD are all clock differences like z — 2.
Thus, CRDs are incapable of representing the state-space of
LHAs. In [11], CDD only served as a recording device in
that reachable state-space representations were analyzed
using DBM [13] and then converted for recording to CDD.
In [25], [27], [26], a full set of verification algorithms
(including forward/backward reachability analysis, nor-
malization, and full TCTL model-checking procedures) for
CRD were reported.

For parametric safety analysis, Annichini et al. have
extended DBM [13] to PDBM for parametric safety analysis
of timed automata [1], [3] and implemented a tool called
TReX, which also supports verification with lossy channels.

13 IMPLEMENTATION AND EXPERIMENTS

We have implemented our ideas in our tool RED,
version 5.3, which has been previously reported in [21],
[22], [23], [24], [25] for the verification of timed automata.
RED 5.3 supports full TCTL model-checking/simulation
with graphical user-interface. Techniques for coverage
estimation of dense-time state-spaces and fast greatest
fixpoint evaluation have been reported [27], [28]. In
addition, we have also compared with HyTech 2.4.5 [15]
and TReX 1.3 [1], [3] against several benchmarks. The first
three benchmark series are adapted from HyTech bench-
mark repository. The last, CSMA/CD, is adapted from [31].

e  Fischer’s mutual exclusion algorithm. This is one of the
classic benchmarks. There are two static parameters
A and B, m processes, and one local clock for each
process. The first process has a local clock with rate
in [4/5,1] while all other processes have local clocks
with rates in [1,11/10]. The algorithm may violate
the mutual exclusion property when —A <0A
—-11A+8B <0.

o  General railroad crossing benchmarks. There is a static
parameter CUTOFF, a gate-process, a controller-
process, and m train-processes. The local dense
variable of the gate-process models the angle of the
gate and has rates in [0,0], [-10,—-9], and [9,10]
depending on which modes the gate-process is in.
The controller process does not use clocks. Each
train-process uses a local clock with rate in [1, 1]. The
system may not lower the gate in time for a crossing
train when 20 < CUTOFF < 40.

e  Nuclear reactor controller. There are m rod-processes
and one controller process. Each process has a clock
with rate in [1,1]. A rod just-moved out of the heavy
water must stay out of water for at least 7' (a static
parameter) time units. The timing constants used in
the benchmarks are 58/10,59/10, 16, and 161/10. The
controller may miss the timing-constraints for the
rods if =T < —(109m — 29)/5.

e CSMA/CD. The two timing constants A and B, set to
26 and 52, respectively, are now treated as static
parameters to be analyzed. We do require that
B > 52. Basically, this is the Ethernet bus arbitration
protocol with the idea of collision-and-retry. The
biggest timing constant used is 808. We want to
verify that mutual exclusion after bus-contending
period can be violated if

A>0AB>52AB<808A B < 2A.

Experiments are conducted on a Pentium 4M 1.6GHz/
256MB running LINUX.

13.1 Comparison with HyTech 2.4.5

We have also carried out experiments to compare various
ideas mentioned in this work. In addition, we have also
compared with HyTech 2.4.5 [15], which is the best known
and most popular tool for the verification of LHA due to its
pioneering importance. We compare performance in both
forward and backward reachability analyses. The perfor-
mance data of HyTech 2.4.5 and RED 5.3 with dictionary
ordering (no PSPSC), coefficient ordering (no PSPSC),
magnitude ordering (PSPSC), and coefficient ordering with
PSPSC is reported in Table 3.

The experiment, although not extensive, does show signs
that HRD-technology (with or without PSPSC) can compete
with the technology used in HyTech 2.4.5. For all the
benchmarks, HRD-technology demonstrates better scalabil-
ity with regard to concurrency complexity.

For the forward analysis with dictionary ordering and
without PSPSC, the GRC benchmark with three trains incurs
an LH-upperbound overflow while eliminating redundan-
cies in an HRD. This happens because we have implemen-
ted rational upperbounds with 32-bit integer numerators
and denominators. When we use two or more LH-
constraints to transitively deduce a new LH-constraint, the
numerator and denominator of this new LH-constraint is of
the same order as the lcm of the numerators and denomi-
nators of those former LH-constraints and may not be
representable by 32-bit integers. Our tool terminates when it
detects the possibility of such representation overflow.
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TABLE 3

Comparison with HyTech with Regard to Number of Processes

direction penchmarks | rates pmj[HyTech| RED 5.3 (backward)
used 2.4.5 | dictionary [ coefficient [ magnitude [ coefficient
no PSPSC PSPSC

backwardFischer’s [4/5,1] |2|| 0.23¢  0.10s/17k|  0.11s/17k|  0.11s/17k]  0.07s/16k
mutual [1,11/10]|3]| 2.40s 1.83s/81K 1.75s /74K 1.23s/59K 0.70s/44K
exclusion 4] 28.049 20.29s/320k 23.85s/269k] 12.38s/215k 5.14s/163K
(m 5[] O/M|278.8s/1420k| 354.1s/1149k| 162.0s/1034k 31.36s/474K
processes) 6] O/M] 2846s/5848k 9923s/8796k| 1485s/4000k| 168.6s/1170K
GRC [0,0],[1,1]2]] O/M| 0.79s/103k] 0.68s/101kl 0.68s/101k]  0.76s/94K
(gate [9,10] [3]] O/M| 11.48s/806k 8.85s/616K 8.84s/616k 11.48s/530k
H-controller |[—10,—9](4 0O/M]|248.55/6046k| 184.9s/4249k| 186.1s/4249K 252.55 /2820K

Hm trains) 5[] O/M6095s/37093kl4883s/25841kl4900s/25841K6527s/19234
reactor [1,1] ]2[| 0.0569 0.08s/19K  0.07s/19k  0.06s/19k]  0.05s/15k
(controller 3| 0.334 0.41s/51kK  0.38s/52k]  0.37s/52k]  0.22s/41K
Hm rods) 4| 2.61d 3.10s/187K 2.69s/186k] 2.71s/186k] 1.42s/155K
5[] 31.29941.47s/1042k] 37.03s/1039k] 36.89s/1039k 18.67s/884K
6] 647.89951.5s/8228K 866.9s/8191k|839.3s/8191k 461.85/6941k]
ICSMA/CD [1,1] [2]] O/M| 0.98s/42k*| 1.47s/125K 0.57s/34K 0.56s/33K
(bus 3| O/M O/M5076s/2407k*| 121.53/807 0.66s/105K]
H-m senders) 4] o/M O/M| O/M O/M| 2.47s/378K
5[ O/M O/M O/M O/M| 9.77s/1192K
6| O/M O/M O/M 0O/M]40.58s/3513k
forward [Fischer’s same as |2|| 0.34¢  0.10s/20 0.10s/20kl  0.10s/19k  0.08s/18K
mutual above |[3|| 37.89g O/M| 22.10s/561k] 19.18s/654 5.59s/538K]
GRC same as [2[[ 3.299 2.29s/192 1.41s/95k  1.43s/95K  0.44s/84K
above [3[ O/M O/F|274.55/2165K 272.55/2165K _ 6.355/418K
reactor 1,1 2] O/M O/M O/M O/M O/M|
ICSMA/CD 1,1 2| 0.19 0.19s/29K 0.17s/29K 0.17s/29K 0.25s/33K
3| 2.634 1.81s/102K 1.64s/101k] 1.62s/101k] 2.61s/106K
|| 68.759 20.07s/370K 17.49s/378K 17.52s/378K 27.03s/378K
5| O/M|268.0s/1905K 240.3s/ 1906K 242.25/ 1906K 331.9s/1910K

6] O/MB889s/11725k|3123s/11525ki3155s/11525K4163s/11552

s: seconds; k: kilobytes of memory in data-structure;
O/M: Out of memory; O/F: LH-upperbound overflow.
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Finally, PSPSC cuts down the time and memory needed
for parametric safety analysis. This shows very good
promise of this technique.

13.2 Comparison with TReX 1.3

Another famous tool for the verification of hybrid systems
is TReX [1], [3], which supports the verification of systems
with clocks, parameters, and lossy channels. As mentioned
in Section 12, the time-progress weakest precondition (or
strongest postcondition in forward analysis) calculation
algorithm in RED 5.3 is more complex than the one in
TReX. And TReX now mainly runs in forward analysis.
And, TReX also may have tuned its performance for
systems with lossy channels. Thus, it can be difficult to
compare the performance of TReX with RED 5.3 directly.
Anyway, we still tried hard and used one week to learn the
input language of TReX and to analyze two benchmarks.
Since TReX 1.3 only supports the verification of systems
with clocks, parameters, and lossy channels, we choose the
following two benchmarks. The first is Fischer’s protocol
with all clocks in the uniform rate of 1. The second is the
Nuclear Reactor Controller. The performance data is shown
in Table 4 for both forward and backward analysis.

Two additional options of RED 5.3 were chosen:
coefficient evaluation ordering with PSPSC and magnitude

evaluation ordering without. We marked N/A (not avail-
able) with higher concurrencies when we feel that too much
time (like more than 1 hour) or too much memory (20MB)
has been consumed in early fixpoint iterations. Although
the data set is still small and incomplete, but we feel that the
HRD-technology shows promise in the table.

14 SUMMARY

This work is a first step toward using BDD-technology for
the verification of LHAs. Although the initial experiment
data shows good promise, we feel that there are still many
issues worthy of further research to check the pros and cons
of HRD-technology. Especially, we intend to research
techniques for fast redundant constraints elimination.
Although our current normalization approach in Section 10
does perform well against the benchmarks, we still hope
that there is a better way to check general redundancy.

Also, subsumption is another challenge. Straightforward
implementation may use the complement of the current
reachable state-space to filter those newly constructed
weakest preconditions. Since the HRD of the current
reachable state-space can be huge, its complement is very
expensive to construct and maintain.
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TABLE 4
Performance Comparison with TReX with Regard to Number of Processes
benchmarksconcurrenc Forward Backward
[TReX RED 5.3 TRe RED 5.3
1.3 | magnitudecoeff. +PSPSC|| 1.3 | magnitudecoeff.+PSPSC
[Fischer’s 2 procs || 1.12¢f  0.07s/17K 0.07s/15K/| 8.96sf  0.08s/13K 0.04s/13K
mutual 3 procs O/M| 1.86s/137K| 0.78s/79K| N/A]  0.66s/43K 0.49s/43Kk
exclusion 4 procs || O/M[197.9s/2714K 16.92s/539k]| N/A| 5.81s/180k]  3.58s/158K
(m 5 procs || O/M] N/A|] 752.7s/5254K]| N/A| 59.27s/945k 24.71s/658K
6 procs || O/M N/A N/A|[ N/AB67.1s/4341K 170.3s/2798
reactor 2 rods O/M| O/M| O/M|| N/A] 0.06s/19k 0.05s/15K
(m rods) 3 rods O/M| O/M O/M|| N/A]  0.37s/52K 0.22s/41K
It0ds || O/M O/M O/M| NJA| 2.71s/186K  1.42s/155K
5tods || O/M O/M O/M]|| N/AB6.89s/1039K 18.67s/884K
6 rods O/M| O/M O/M|| N/AB39.3s/8191K 461.85/6941
s: seconds; k: kilobytes of memory in data-structure;
O/M: Out of memory; N/A: not available.
APPENDIX A D = (ep, (), Dj) < jey)
PROCEDURE FOR HRD SUBTRACTION if B is true, return D; else if D is true, return B;
i . ] ) ] else if 3H,(B,D,H) € ¥, return H;
Another basic operation used in Section 10.2 is set  lqo if e5 < €p, construct CRD
subtraction “—” which is implemented as follows: The H := (e, (B, rec A (B;, D)) ;)i
procedure, in turn, is built upon another diadic procedure else if eg > €p, construct CRD
subtract(B, D) which, in turn, eliminates all zones in B H = (ep, (aj, rec A (B, Dj))1<jcpn);
that are contained by some zones in D. else { . .
i:=n;j:=m; H:= false; B := false; D := false;
set @; while ¢ > 1 and j > 1, do {
51.1btract(B, D) { if 57 =a, { . .
if B= false, return false; B:=BUB;D:=DUDj.......................... (i)

® := {); return rec_subtract(B, D); }
rec_subtract(B, D) where B = (ep, (8i, Bi)1<;<p)
D = (e, (@j; Dj)1<jem) |
if D is true, return false; else if D is false, return B;
else if 3H, (B, D, H) € ®, return H;
else if eg < €p, construct
H := (e, (B;,rec_subtract(B;, D)), ;<,);
else if ep > €p, return B; o
else {
j:=m; H := false; D := false;
fori:=ntol,do{
while j > 1A B Caj,do{D:=DUDy; j:=j—1;}
H := HU (ep, (B, rec_subtract(B;, D)));
b
®:=dU{(B,D,H)}; return H;
}

APPENDIX B

PRroceEDURE FOR HRD SPACE INTERSECTION

Space-intersection of two HRDs B and D, in symbols B A D,
is a new HRD for {(; Ay | (1 € B; { € D}

set U;

A(B, D) {
if B = false or D = false, return false;
U := (J; return rec A (B, D);

}

rec A (B, D) where B = (ep, (8i, Bi),<j<p),

H := HU(ep, (Bi,rec A (B;, D) Urec A (B, D;)));
ti=1—1;5:=75—1;
}
else if §; C a;, { ) _
while j > 1A B Caj,do{D:=DUDj; j:=j—1}.()
H := HU(ep, (6i,rec A (B;, D)));
}
else if a; C G;, { . _
while ¢ > 1/\O[j|:ﬂi,d0{:B::BUqu; 1:=1—1;}..(k)
H := HU (ep, (o, rec A (B, Dj)));
I
if i >1, H:=HU (ep, (Bn,rec A (By, D)) ;)i
if j > 1, H:=HU (ep, (ar,rec A (B, Di)),<p;);

}
U=V U{(B,D, H)} return H;
J
Especiglly, in Lines (i), (j), and (k), we use auxiliary
variable B, D to record the accumulative spaces that have to

intersect with Dg- and B, respectively. Our algorithm is in
time O(|BJ* - |D|").
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