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Microsoft Wireless Display Adapter
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Microsoft Wireless Display Adapter (WDA) uses WIFI 2.4/5 Ghz MIRACAST® technology in order to

display screen content from a Windows computer on an HD TV.

1. BB #88E / Cryptographic Capabilities

EEMEELRI. TUALBRRITER T HILEMLESN | LINO X YEs
=705 LDORTUNDBENZEETSH.
The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

ESHAEEIIARBICEBEIATLSLOMN, ! [ INO X YES
The cryptographic capabilities are self-contained in the

product

EEHEEERDVTANKETILDOM, [ INO X YES

The cryptographic strength exceeds the following:

A, ®{TILTVALERAN LD TH->T. 7ILIUX
LDBOESIN 56 EVRERZLZED
Symmetric algorithms with key length exceeding 56
bit

B. JERHTZILTVALERANHDTHHT.
(a) 512 EVFEBADEHRDRR K/ E (RSA F)
[CEDIEHD,
Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or

(b) ARAOFEEEICEITS512EVNEBR LB

AP 2B L T 0Ss Mot EN 51545 1EB& <, /As opposed to that provided by the Operating System through
API.
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Bt 3D 51 & (Diffie-Hellman %) IZED<H D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or

(c) LRICRETHLOLUNDEIZEITE 112EY
b A DB B D E (FEF B R L O Diffie-
Hellman Z) [ZEDED

Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve),
or

(d) #&FICBIE T 2 X7 bV TR~ 7
LR (NewHope, Frodo, NTRUEncrypt,
Kyber, Titanium 5 & &Te, ) 1S3 HD
Shortest vector or closest vector problems associated
with lattices (e.g., NewHope, Frodo, NTRUEncrypt,
Kyber, Titanium), or

(e) HEFF A M BFR O RGO PRR  (BRFE[F
RGN SV e ETe, ) IZESHD
Finding isogenies between Supersingular elliptic
curves (e.g., Supersingular isogeny Key
Encapsulation), or

(f) 7 v X L7255 5 D5 (McEliece, Niederreiter
FHREGTe, ) 1235 < b D Decoding random
codes (e.g., McEliece, Niederreiter).

2. PLIYXLRUEE / Algorithms and Key Lengths

7YX L/ #r/ Fara)v/7F)r—ar /arvk

Algorithm Key Length Protocol/Application/Comment
AES 128 Encryption of WIFI communication using WPA2-PSK (Wi-
Fi Protected Access 2 - Pre-Shared Key) as per
MIRACAST standard.

3. TEREE B 7045 5 LKA / Mass Market Consideration

HENLUTOEGZEB-TEDNEID, (The product satisfies the following requirements):

1) BAICBELTRISOFIRESZITT . (i) BEEIZHLT) L InO X YES
XIFEME, FEE (i) BLKIERBEDEFICLDTE
XIZ&Y . REEDEEMNSRFTEEINSGLDOXIERE
(2 LIS HIRR K BE TIREEIN S D
Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or

Japan Parameter Sheet Cryptographic Features 2

Microsoft



available free without restriction;

2) BEEHENMEREIZL > TERTELVLD
The cryptographic functionality cannot easily be changed
by the user ;

[ ]NO

X YES

3) FERAICELTHIEEXIIRFTEDEMIBENTETH
BEOIEEETFENTLNSELD
Designed for use without technical support by the
supplier or the distributor

[ ]NO

X YES

4. ZIEH|TE / Conclusion

E&E3ICELLT, RS TR S LLHIESN S8
ROERE L BEIEREELDHETOTI LD,

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?

EFE
YES
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