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Note: This parameter sheet applies to all versions of Microsoft Edge which is currently available for
the Windows 11, Windows 10, Windows 8, Windows7, macQOS, iOS, and Android platforms and

devices.

1. BB H8E / Cryptographic Capabilities

IS AR, TUANBRRITERT 5 EEMLESn | [LINO X YES
=707 S LOERTUNDEERT HH,

The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

EESHEE I AR RICEHINTLSEDN, ! ] NO [ ]YES
The cryptographic capabilities are self-contained in the

product

BEHEEERDOVNTNIMNIEZETHLDH, [ INO <] YES

The cryptographic strength exceeds the following:

A JAHTILTVXLERANLOTH->T, 7ILTUX
LDBORSN 56 EVREBZZED
Symmetric algorithms with key length exceeding 56
bit

A, ERMTZILTURLERNZEDTH-OT.
(a) 512 EVIEBASEHMDHREL S (RSA F)
[ZEIED,
Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or

(b) ARFDOFEEEICHEITS512EVLEEBA DM

LAPI Z@EL T 0S M bR 2155 (XBR<. /As opposed to that provided by the Operating System through
API.
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or

Bt 8D 1 & (Diffie-Hellman ) IZE DB D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or
(c) ERICHETDELDLNDEIZEITS 112EY
FEEB A DRERR I B D EH & (FE M EER L D Diffie-
Hellman &) [ZE D<M

Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve),

(d) #& T2 BEE T 5 fe BN 7 M VU F A~
~VRERE (NewHope. Frodo. NTRUEncrypt.
Kyber, Titanium S &2 &Te, ) 23 b D
Shortest vector or closest vector problems associated
with lattices (e.g., NewHope, Frodo, NTRUEncrypt,
Kyber, Titanium), or
(e) HERFELKE M Hh RO [FIFEBAGR OPRIR (B4 2]
GGG e E G, ) TS BD
Finding isogenies between Supersingular elliptic
curves (e.g., Supersingular isogeny Key
Encapsulation), or
(f) 7 v & L7501 5 (McEliece. Niederreiter
FHREET, ) 12#25< H D Decoding random
codes (e.g., McEliece, Niederreiter).

2. PILaNXLEUVEE / Algorithms and Key Lengths

FILaAYX L/
Algorithm
SSL/TLS
algorithms suites
AES
RSA key exchange

Diffie-Hellman
key agreement
ECDSA

X25519 named
group
Post-quantum
hybrid ECDHE-
MLKEM
ML-LEM-768 +
X25519 ECDH

RE/
Key Length

512-4096

128, 256 bits
512-4096

Groupe size
1024 minimum
P-256, P-384, P-
521

128 bits

ML-KEM-768
public key: 1184
bytes

ML-KEM seed:
64 bytes

Jara/TI)r—av/arok
Protocol/Application/Comment
SSL/TLS support for secure channel (HTTPS)
communications
WebCrypto, TLS
WebCrypto, TLS
Modulus must be a multiple of 128 bits, and must be at
least 256 bits
WebCrypto, TLS

WebCrypto, TLS

Curve25519 and Curve448 for Transport Layer Security
(TLS) - draft-ietf-tls-curve25519-01

Default PQC algo in Edge and WebView?2 version 131+.
BoringSSL MLKEM768 public key bytes
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X25519 ECDH:

128 bits
Post-quantum Kyber768 public = No longer enabled by default in Edge/WebView2 131+.
hybrid key: 1184 bytes

Kyber768+X25519 Kyber768
shared secret
bytes: 32
Random
entropy for key
generation: 64
bytes

X25519 ECDH:

128 bits
CHACHAPoly1305 256-bit key, 12- = Webcrypto, TLS -
bit nonce https://en.wikipedia.org/wiki/ChaCha20-Poly1305

3. HEREEE 705 5 L& TE / Mass Market Consideration

WENUTOERZB=FTELDMEID, (The product satisfies the following requirements):

1) BAICELTRICOSIRESZITT . (i) FEEIZHLT) [ INO X YES
XIFEME, (EEE (i) BLLLIERBEDEEICLSE
XIZ&Y, RFEEDEENSRFTFEINS LD X (I ERE
(23 LA S FIRAKRE TIREESN S D
Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

2) BEEHEENAFEREICLI>TEETELRLED L INO X YES
The cryptographic functionality cannot easily be changed
by the user;

3) ERAICKELTEAE ILRTEORMZENFETH | LN X vEs
BEIIEEESNTLDLD
Designed for use without technical support by the
supplier or the distributor

4. ZIEHISE / Conclusion

FEIICELLT, MEREES 7O S L LHEINDHE HEE] FEEE
B ERZELE BHIEZLELDEZTOTS LD, NO YES

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?
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https://en.wikipedia.org/wiki/ChaCha20-Poly1305
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